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Juniper Paragon Automation—Network Trust and Compliance

EXECUTIVE SUMMARY

Today’s networks are both complex and risky. As CSPs watch the complexities multiply, they
may not be prepared for the additional risks to the network infrastructure. For example,
tampered software and hardware in the network becomes more prevalent, network elements
present security risks due to not conforming to trust compliance standards, and infrastructure
is vulnerable to disruption and/or manipulation from both internal and external threats.

Juniper® Paragon Automation enables Network Trust and Compliance that confirms and
quantifies network trust. The cloud-based, network automation solution continuously
monitors network infrastructure to measure trust posture and the level of risk of compliance,
vulnerability, and integrity impairments, offering valuable insights into equipment performance
and early issue detection.

The Network Trust and Compliance in Paragon Automation allows you to:

e Quantify and demonstrate the trustworthiness of Juniper equipment objectively

o Maximize the reliability and security of Juniper devices

o |dentify areas for improvement and optimize device performance over time

e Provide customers with peace of mind and confidence in their network infrastructure

e Streamline compliance processes by automating compliance checks and reporting

» Enhance cybersecurity posture by identifying vulnerabilities and taking proactive measures

o Optimize resource allocation by prioritizing improvements based on trust score insights

Introduction

Network trust is a measurable belief and confidence that the network is safe and reliable. The measurements

can be represented as a combined value from historical data and an expected future value that is dynamic and
changes over time. Identifying and measuring these values has never been easy, but automation, data analytics, and
intelligent software are prepared for the challenge. Network operators are currently faced with many trust-related
risks due to too many touch points for proper enforcement. Adding to the security risks are older versions of system
software and a lack of firmware updates.

Network vulnerabilities can creep into play and lead to malicious attacks when network operators do not harden devices
or perform regular patch updates. Unavailable vulnerability patches, outdated software, and outdated hardware present
similar risks when network equipment at the customer premises is not replaced after reaching end of support.

Today, these pressing issues lead to connectivity disruption and outages that result in lost revenue, damage to
reputation and trust, as well as declines in overall productivity.

Every CSP needs to trust the network and trust that it is in compliance. This is possible with a solution that:

o Provides valuable insights, benchmarks, and performance tracking to improve network infrastructure reliability
and security

e Ensures compliance to the latest requirements and regulatory standards

Reduces the risk of vulnerabilities

* Improves the cybersecurity posture of the network

©20283, Juniper Networks, Inc. 3
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Juniper Network Trust and Compliance

Juniper Paragon Automation provides automated, consistent, and reliable Network Trust and Compliance that can

be used to verify, confirm, and quantify the trust aspects of the network, making it easier for network operators to
run trustworthy networks. It measures the risk of integrity impairment and trust posture of network infrastructure.
In parallel, it provides insight and nonintrusive validation of trustworthiness and reliability throughout the network.

While machines cannot demonstrate trust like humans, they can exhibit reliability and accuracy, which inspires confidence
and trust in their abilities. The Network Trust and Compliance in Paragon Automation focuses on quantifying the
trustworthiness of Juniper equipment and the networks in which they run. It highlights the reliability and trustworthiness
of Juniper equipment and offers valuable insights into equipment performance and early issue detection.

With Paragon Automation, compliance checks can be automated, which reduces the risk of human error.
Organizations can also demonstrate compliance with regulatory requirements and standards. Vulnerability
assessments can be performed with proactive notifications that alert the operations team of known issues and offer
guidance for resolution. End-of-life (EOL) dates can also be tracked for hardware and software to maintain security
(Figure 1).

Paragon Automation provides an intuitive user interface with easy-to-use dashboards, alarms, and notifications
on actionable integrity impairments, trust score graphs, and more. This helps to ensure that your networks stay
trustworthy end-to-end. Key features and functionality include:

» Astandardized and objective way to evaluate the trustworthiness of a device

o Trust-score calculation (Network Trust Score) based on prerequisite, variable, and reputational factors
o Customizable trust score calculation to suit different use cases and customer requirements

o Integration with compliance standards, vulnerability assessments, and more

o Comparative analysis and benchmarking of devices based on trust scores

 Visual representation of trust scores using graphs and indicators

With a Network Trust Score operators finally have a quantifiable measurement to indicate the level of trust in their
networks. The score is calculated on three factor groups:

o Prerequisite: Conditions that must be met to receive a non-zero score
e Variable: Factors that provide a weighted trust contribution
o Reputational: Incremental trust contributions earned over time

Paragon Automation focuses on compliance, vulnerabilities, and integrity use cases. It then calculates a trust score
based on these aspects of network trust.

Compliance Ensure best practice, hardened configuration compliance across the network, and automated analysis of
network device compliance based on prepackaged, recommended hardening practices from the Center for
Internet Security (CIS)

Vulnerabilities Understand what Security Incident Response Team (SIRT) issues might be affecting your network and what
their remediations might be; newly published SIRTs are automatically updated, keeping you aware of the
latest threats and cyberattacks

Integrity Analyze the EOL status of network hardware and software to simplify life-cycle management, reduce EOL
security concerns of EOL devices and software, and decrease support issues

Trust score Quantify trust with a percentage that allows operators to understand over time whether trust in the
network is improving

Paragon Automation provides ready-to-use hardening rules to ensure day zero trust compliance. It can conduct
periodic monitoring, auditing, and reporting of the hardware and software elements to ensure there is no deviation
from standards. It also ensures that any system changes are applied uniformly and provides suggestions for fixes in
case of deviations.
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As part of its network trustworthiness monitoring and reporting Paragon Automation applies a deterministic method
to establish metrics and measurements to provide a Network Trust Score for devices, or targets. Trust Scores are
reported network-wide and on a device per device basis. The method to calculate the score can also be customed
to meet organizational requirements and network expectations.

¥

Juniper Paragon
Automation as a Service

000
@ Configuration hardening to enforce trustworthiness on a per-node basis

Reliable network trust
Confirm and quantify trust in the network

g % Vulnerabilities Identification and enablement of Vendor SIRT Reports
% Verification of HW, OS and software packages integrity against KGVs
\ﬁ Network Trust Score Deterministic way to measure the trustworthiness of the network

Monitor network infrastructure to measure trust posture + level of risk of impairments

Figure 1: Paragon Automation monitors network infrastructure to measure end-to-end network trust and compliance

Compliance

The Scans web page in the user interface (Figure 2) provides a range of functions for device compliance scanning.
Users can perform Create, Read, Update, and Delete (CRUD) operations related to device scanning within the
system. Scanning verifies the compliance of one or more devices with a Security Content Automation Protocol
(SCAP) Workbench document, which serves as a standard for evaluating device configurations.

Compliance @

Below Compliance Threshold of 40 Noncompliant Compliant

0 4 Targets ﬂ 7 Targets 0 Targets

Q search By Target

+ 1Y Q

Scan Name * Source k Name k Version Profile * Labels Total Targets Time Started - Duration (ms) * Status -
icy-darkness cis Juniper 0S v2.1.0a Level 2 - 7 Jun 27,2023, 7:54:40... 60395 © Noncomplial
nameless-darkness IS Juniper 0S v2.1.0a Level 2 - 1 Jun 27,2023, 4:02:04.. 60049 © Noncompliai
wispy-snow cs Juniper 0S v2.1.0a Level 2 - 1 Jun 27,2023, 4:00:11... 984 © Noncomplial
polished-sunset cs Juniper 0S v2.1.0a Level 2 - 1 Jun 27,2023, 4:00:08... 1097 © Noncomplial
bold-surf s Juniper 05 v2.1.0a Level 2 - 1 Jun 27,2023, 4:00:05... 802 © Noncomplial
spring-water as Juniper 05 v2.1.0a Level 2 - 1 Jun 27,2023, 4:00:05... 869 © Noncompliai
cold-field as Juniper 0S v2.1.0a Level 2 - 1 Jun 27,2023, 4:00:04... 810 9 Noncomplial
polished-star s Juniper 0S5 v2.1.0a Level 2 = 1 Jun 27,2023, 4:00:03... 857 @ Noncomplial
floral-hill qs Juniper 0S v2.1.0a Level 2 = 1 Jun 26, 2023, 4:02:04... 60106 © Noncomplial
wild-frog <3 Juniper 05 v2.1.0a Level 2 = 1 Jun 26,2023, 4:00:16... 4248 @ Noncomplial

Figure 2: Compliance Scans are based on CIS benchmarks
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Users can initiate a CIS Junos® Compliance scan against a device managed under Paragon Automation. Behind the
scenes, an Open Vulnerability and Assessment Language (OVAL) document is utilized to define the commands and
criteria used to evaluate the compliance of the device configurations with the CIS standards.

The Scans web page features an Insights bar that displays crucial information about compliance targets. The
operations team can find details about the number of targets below the compliance threshold, the count of non-
compliant targets, and the number of compliant targets. This overview allows users to quickly assess the compliance
status of their targets and identify areas that require attention.

A search tool enables users to search for a specific target. When a search is performed, the rows displayed in the
scans table are filtered accordingly, making it easier for users to locate and manage specific scan results.

The scans table on the web page presents a comprehensive view of all historic scans performed within the
system. These scans may have been triggered either according to a predetermined schedule or through user-
initiated operations. Users can trigger new scans by clicking on the plus icon on the page, allowing for on-demand
compliance checks.

Overall, the Scans web page provides a convenient interface for users to manage device compliance scanning. It
offers insights into compliance status, search capabilities for specific targets, and a comprehensive view of scan
history, empowering users to ensure the trustworthiness and security of their network devices.

The Checklists web page (Figure 3) is a central hub for managing Checklist documents. Users can assess and
document the compliance of devices against specific benchmark documents, such as Security Content Automation
Protocol (SCAP) Benchmark documents from CIS.

Checklist: Checklist A @

Details Rules Imported Scans

Rule Results 1 selected save Changes 21 Y Q H
Title © Scan - Status © Comments - Updated -

@ B Ensure "Protect RE" Firewall Filter includes Flo...  wild-star © Open ~ May 4, 2023, 3:05:05 PM

Ensure "Protect RE" Firewall filter includes Rat...  wild-star (@ Not Applicable May 4, 2023, 3:05:05 PM
Ensure "Protect RE" Firewall Filter is set for inb...  wild-star © Resolved May 4, 2023, 3:05:05 PM
Ensure “Default Restrict” is set in all client lists ~ wild-star Q,U"SPEC'ﬂEd May 4, 2023, 3:05:05 PM
Ensure a client list s set for SNMPV1/v2 comm...  wild-star © open May 4, 2023, 3:05:05 PM
Ensure a complex Root Password is Set wild-star © Open May 4, 2023, 3:05:05 PM
Ensure Authentication is configured for Diagn...  wild-star © Open May 4, 2023, 3:05:05 PM
Ensure Autoinstallation is Set to Disabled wild-star © Open May 4, 2023, 3:05:05 PM
Ensure Auxiliary Portis Set as Insecure If Used  wild-star © Oopen May 4, 2023, 3:05:05 PM
Ensure Configuration File Encryption is Set wild-star © Open May 4, 2023, 3:05:05 PM
Ensure Custom Login Classes have Permission...  wild-star © Open May 4, 2023, 3:05:05 PM

Figure 3: The Checklist compares device compliance with industry benchmark documents

The web page provides CRUD functions for the Checklist document repository. Users can create new Checklist
documents, view existing ones, make updates, and remove documents as needed.

Checklist documents are user generated and are associated with specific devices. They indicate whether a device

is compliant or noncompliant with the rules and standards outlined in a benchmark document. Users can utilize a
Compliance Scan to streamline the process of populating Checklists. The Compliance Scan takes a scan as input and
automatically sets one of the four allowable values for each rule: open, not applicable, resolved, or unspecified. This
seeding process prepopulates the Checklist document with initial compliance results.
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Once seeded, users can manually update the Checklist document for each rule. They can modify the status value
assigned to a rule or include comments to provide additional context. For example, if a rule is marked as open, the
user can add a comment explaining why it is acceptable in that specific scenario.

When the Checklist document is complete for a device, users can generate a Comma-Separated Values (CSV) file
containing information from the Checklist. This CSV can be exported and used by other applications or processes,
allowing for seamless integration with external systems that may require Checklist data.

The Tailoring Documents web page (Figure 4) allows users to create and manage tailoring documents for compliance
scans. Users can customize the values within a benchmark document during a compliance scan against a specific
target.

Settings v/ Trust Settings ~~ / Compliance Tailorings

NTP X
Compliance Tailorings @

Benchmark Source s
1 selected

Benchmark Name Juniper OS
Name Version ¢ Description Source Benchmark Name Benchmark Version v2.1.0a

Nt 100 8 as os
®© i Profile Level 2

liems C
Document Name NTP
Document Version 1.00

Document Description
v Tailoring Values (1:62)

Y- Q

Name * Description Value
Enable NTP server Enable Ntp Server 66.129.233.81(172.26

1 items

Figure 4: Tailoring Documents improves compliance scans

The web page provides Create, Read, and Delete (CRD) functions for the Tailoring document repository. Users can
create new Tailoring documents, view existing ones, and remove documents as needed. Note there is no update.
Tailoring documents are immutable, as once they are used, they need to be maintained/tracked against a compliance
scan execution.

The web page consists of a table where each row represents an instance of a tailoring document. To create a new
document, users can click on the plus icon in the screen's top right-hand corner. This action opens a form or dialog
where users can specify the details and configurations for the new tailoring document.

Each tailoring document is associated with a specific benchmark and profile. This association is visible within the row in
the table, providing users with a clear overview of the documents and their corresponding benchmarks and profiles.

Once a tailoring document is created, it can be selected during a compliance scan against one or more targets as
long as the scan is executed with the same benchmark. Users can define custom values and configurations used in
the compliance scan, tailoring it to their specific requirements.

By providing the ability to create and manage tailoring documents, the Tailoring Documents web page enables users
to customize compliance scans and ensure that they align with their specific benchmark and profile needs. This
flexibility allows for more accurate and tailored compliance assessments of the network environment.

©20283, Juniper Networks, Inc.
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The Benchmarks web page allows users to analyze the rules defined in benchmark documents (Figure 5). These
benchmark documents consist of rules defined in Extensible Configuration Checklist Description Format (XCCDF),
which describe the compliance requirements for a specific standard.

Compliance Benchmarks @

Select a Document and Profile

Source:  CIS b Benchmark:  Juniper OS N Version:  v2.1.0a Vv Profile:  Level 2 ~e

Rules voa i
RulelD * Title + Description *
1.1 Ensure Device is running Current Junos Software All JUNOS Devices should run the current Recommended Release of JUNOS.
1.2 Ensure End of Life JUNOS Devices are not used EoL JUNOS Devices should never be used in production networks
13 Ensure device is physically secured Network Devices should be physically secured.

1.4 Ensure configuration is backed up on a regular schedule Regular backups should be made of the router.
15 Ensure backup data is stored and transferred securely Backups of router configuration should be secured.
16 Ensure maximum RAM is installed The router should have the maximum RAM installed.
17 Ensure logging data is monitored Logs and events should be monitored.

1.8 Ensure Retired JUNOS Devices are Disposed of Securely JUNOS Devices must be disposed of securely

21 Ensure "Protect RE" Firewall Filter is set for inbound traffict...  Traffic to the Routing Engine should be filtered.

22 Ensure "Protect RE" Firewall Filter includes explicit terms for ... The Firewall Filter used to protect the Junos Device should include explicit terms for all Management, Automation and Monitoring Services used

Figure 5: Benchmarks helps users analyze the rules defined in benchmark documents

Upon accessing the Benchmarks web page, users view a list of the supported benchmark documents. These
benchmark documents are displayed in dropdown filters, allowing users to select a specific benchmark and profile of
interest.

By selecting a particular benchmark and profile in the filters, the table on the web page is dynamically updated
to show the relevant rules of the selected filter. Each table row represents a specific rule within the benchmark
document.

Users can expand a rule row to view the full details of that rule as defined by the standard body. This provides
users with comprehensive information about the compliance requirements and expectations specified by the
standard.

It primarily supports benchmark documents from CIS. However, the platform is designed to incorporate other
standards, such as the Defense Information Systems Agency (DISA) STIGs, in future releases. This will allow users to
analyze and assess compliance with a broader range of industry standards.

The Benchmarks web page offers users a user-friendly interface to explore and analyze the rules defined in
benchmark documents. By providing access to detailed rule information and supporting multiple standards bodies, it
assists users in understanding and meeting compliance requirements based on industry standards.

Vulnerabilities

The SIRT Advisories web page is a valuable resource for users to identify vulnerabilities in the software running on
their network equipment. The Insights bar gives an overview of the vulnerability counts categorized by critical, high,
medium, and low severity levels (Figure 6). Users can quickly assess the severity of the vulnerabilities present in
their network.

©20283, Juniper Networks, Inc. 8
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SIRT Advisories @

Critical Vulnerabilities High Vulnerabilities Medium Vulnerabilities Low Vulnerabilities

o 2 None acknowledged 048 None acknowledged n 48 None acknowledged ° o None acknowledged
Affecting 1 target Affecting 4 targets Affecting 4 targets Affecting 0 targets

Q search By Targ Q searc

2 Hide Acknowledged Y Q H

Total Targets > 0 x + v X

SIRTID - Title - Date - Severity - CVSS Score - Targets - Acknowledged -
JSAT1101 Junos OS and Junos OS Evolved: Upon receipt of a specific BGP FlowSpec message network traffic may be di... Jan 13,2021 © critical 0 VMX-A2 False
JSA11057 Junos OS: Arbitrary code execution vulnerability in Telnet server (CVE-2020-10188) Oct 14,2020 @ critical 28 VMX-A2 False
JSAT1049 Junos OS: When a DHCPV6 Relay-Agent is configured upon receipt of a specific DHCPV6 client message, Rem...  Oct 14, 2020 @ High 8811 VMX-A2 False
JSA11070 Junos OS: Reflected Cross-site Scripting vulnerability in ]-Web and web based (HTTP/HTTPS) services (CVE-20...  Oct 14, 2020 @ High 881 VMX-A2 False
JSAT1160 Junos OS: J-Web can be compromised through reflected client-side HTTP parameter pollution attacks Apr 14,2021 @ High 8813 VMX-A2 False
JSAT1181 Junos OS and Junos OS Evolved: LLDP Out-of-Bounds Read vulnerability in 12cpd Jul 14,2021 9 High 8812 VMX-A2 False
JSAT1182 Junos 0S: J-Web allows a locally authenticated attacker to escalate their privileges to root. Jul 14,2021 9 High 8813 VMX-A2 False
J5A11237 Junos OS: J-Web allows a locally authenticated attacker to escalate their privileges to root oct 13,2021 O High 88 VMX-A2 False

Figure 6: SIRT Advisories provides an overview of equipment vulnerabilities

The web page also includes search functionality, allowing users to search for specific targets or models. Users can
narrow the results to the equipment or software they are interested in, making it easier to find relevant information.

A table on the web page presents summary information of Juniper Security Advisories (JSAs) that match the
equipment or software running in the network. The rows in the table are ordered based on severity, with the

most severe vulnerabilities listed first. This ordering helps users prioritize their remediation efforts and address

the most critical vulnerabilities first. Each row in the table provides critical details about the advisory, such as the
title, severity level, and release date. Users can click on the Common Vulnerability Scoring System (CVSS) Score,

a numerical value representing the severity of the vulnerability, to access a third-party web page that provides a
breakdown of the assessment. This additional information allows users to better understand the vulnerability and its
potential impact.

Overall, the SIRT Advisories web page provides users with an organized and informative view of vulnerabilities in
their network equipment. Users can identify and prioritize vulnerabilities for remediation, enhancing the security
and reliability of their network infrastructure.

Integrity

The Software EOL web page is a valuable resource for users to identify software that has reached its EOL. It
provides essential understandings through an Insights bar that displays information about the number of software
versions that have reached EOL and the number of versions approaching EOL (Figure 7). This data helps users
understand the status of their software versions and plan for necessary updates.

©20283, Juniper Networks, Inc.



Juniper Paragon Automation—Network Trust and Compliance

Software End of Life @

EOL Reached Approaching EOL Total
0 1 Target ° 0 Targets 7
Targets v Q : End of Life Timeline

Jan1,2023 ©
Target © Manufacturer < Model = 0OS Version = Discovery Status +

®  Junos0s19.4

beta-paa-acx1 Juniper Networks ACX7100-32C 23.1B2.1-6V0 © Connected
beta-paa-ac3 Juniper Networks ACX7100-32C 23.1B2.1-EVO © Connected Jun27,2023 ©
beta-paa-acx2 Juniper Networks ACX7100-32C 23.1B2.1-EVO © Connected

jan1,2025  ©
VMX-A2 Juniper Networks VMX 19.4R1.10 © Connected
VMX-AT Juniper Networks VMX 222R1.9 © Connected ©  Junoso0s222
VMX-AD Juniper Networks VMX 222R1.9 © Connected
VMX-A3 Juniper Networks VMX 222R1.9 @ Connected
7 items Display 30 v

Figure 7: Software EOL reports EOL timelines for software versions

One critical feature of the web page is the timeline, which visually represents the current software versions running
in the network. The timeline provides pointers to users, indicating when they should consider updating to a newer
release. Users can identify the software versions that are nearing or have already reached EOL, enabling them to
take proactive actions.

The web page also includes a table presenting summary information about targets and their software versions. The
rows in the table provide key details, such as the target name and the corresponding software version, enabling
users to quickly identify the software versions used across their network.

To enhance usability, filter the table by selecting a specific software version or date in the timeline widget. Users
can focus on particular software versions of interest, assess the impact of EOL, and plan for necessary updates or
replacements.

Overall, the Software EOL web page provides users with comprehensive insights into software versions that have
reached their EOL. Combining an Insights bar, a visual timeline, and a filterable table ensures that users can quickly
identify EOL software, plan for updates, and maintain a secure and up-to-date software environment.

The Hardware EOL web page is a valuable tool for users to identify hardware that has reached its EOL. The
Insights bar displays information about the number of devices that have reached EOL and the number of devices
approaching EOL (Figure 8). This data helps users understand the current status of their hardware inventory and
plan for necessary replacements.
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Hardware End of Life @

EOS Reached

@ 0 skus

SKU Includes ACX x

SKU = Targets ©

ACX5048-AC-L2

ACX500-GPS-KIT

CBL-ACX500-0-DC

ACX500-POLE-KIT

ACX5048-AC

AACX4000-2-6GE-AC

CBL-ACX500-0-AC-US

ACX5096-DC-L2

ACX5048-AC-L2-L3

CBL-ACX500-0-AC-EU

Approaching EOS

@ 0 skus

Description

AACX500 Outdoor unit GPS mou...
ACX500 Outdoor Power Cord, ...

AACX500 Outdoor non POE unit ...

/ACX4000 Universal Access Rout...

'ACX500 Outdoor Power Cord, A...

ACX5048, 48 SFP+/SFP ports, 6 ...

AACX500 Outdoor Power Cord, A...

Announced

Mar 15, 2022

Feb 12,2021

Feb 12,2021

Feb 12,2021

Mar 15, 2022

May 31,2019

Feb 12,2021

Mar 15, 2022

Mar 15, 2022

Feb 12,2021

Total

Last Order *
© Dec 31,2022
O Feb 12,2021
O Feb 12,2021
O Feb 12,2021
© Dec31,2022
© May 31,2019
@ Feb 12,2021
@ Dec 31,2022
@ Dec 31,2022

© Feb 12,2021

0 skus

va i

End of Support *

@ Dec 31,2027
© Feb 12,2026
@ Feb 12,2026
© Feb 12,2026

© Dec 31,2027

© Feb 12,2026
© Dec 31,2027
© Dec 31,2027

© reb 12,2026

+ v X [ e ]

Replacements

ACX5448

ACX5448

ACX5448

ACX5448

Figure 8: Hardware EOL helps maintain network inventory and plan upgrades

The web page includes search functionality, allowing users to search for specific targets or hardware models. Users

can quickly find information about EOL hardware that interests them, making it easier to identify affected devices.

A table on the web page presents summary information about Stock Keeping Units (SKUs) that have reached EOL
in the network. The rows in the table provide relevant details such as the SKU name, EOL date, and recommended
replacement SKUs for the EOL hardware. Users can quickly understand which devices are affected and gain

guidance on suitable replacement options.

By including recommendations for replacement SKUs, the web page assists users in planning hardware upgrades or

replacements. This ensures the network remains secure, reliable, and up-to-date, even after EOL hardware is phased out.

Overall, the Hardware EOL web page provides users with a clear overview of hardware reaching EOL in
their network. It offers insights, search functionality, and a table with essential information and replacement
recommendations. Users can effectively manage their hardware lifecycle, make informed decisions, and maintain

trustworthy and up-to-date network infrastructure.

Trust Scores

On the ‘Trust Scores’ web page users can select a specific plan and view the trust scores of devices over time. A line

graph displays the trust scores for the selected device, allowing users to track the device's trustworthiness over a
certain period (Figure 9).

©20283, Juniper Networks, Inc.
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Trust Score @

Plan®  junosPlan (v0.0.1) v Device® beta-paa-acx3 ~
Network Average Score: 31.41% Best Device Score: 50.23 % Worst Device Score: 0 % Selected Device Score: 34.66 %
MN0s5% N6% No change Nbsg1%
VMX-A0 VMX-A3 beta-paa-acx3
|4 [t [t}

Trust Score

100

Score

0
4.May 6.May 8&May 10. 12 14 %6. 18 20, 22 24 26 28 30. lJun 3Jun Sjun  Zjun  9jun 11.Jun 13Jun 15.Jun 17Jun 19.jun 21.jun 23.Jun 25.Jun 27.jun
May May May May May May May May May May May

— Network Average ~ — Best Device ~ — Worst Device = Selected Device

Figure 9: Trust Scores track a device’s level of trust over a time period

To enhance the visualization and provide more insights, the line graph overlays additional information. Best Device
Score represents the highest trust score achieved by any device within the network, and the Worst Device Score
represents the lowest trust score recorded. These overlay lines give users a clear understanding of the range of
trustworthiness across devices in the network.

Additionally, the graph displays the average score for the network, which provides an overall measure of
trustworthiness for the entire network infrastructure. This average score helps users assess the overall performance
and reliability of their network devices.

Low and high thresholds further assist users in interpreting the graph. These thresholds define the acceptable range
of trustworthiness for the network devices. By setting these thresholds, users can easily identify if a device's trust
score falls within the desired range or if it deviates from the expected level of trustworthiness.

The scores displayed in the line graph and their corresponding hyperlinks offer users a seamless transition to the
Snapshots web page. By clicking on a specific score, users can navigate to the Snapshots web page to access
detailed information about the device at that particular point in time. Snapshots capture and preserve the state of
the device, providing a comprehensive and accurate representation of its trustworthiness factors, configuration, and
other relevant details.

Overall, the Trust Scores web page presents a comprehensive and visual representation of the trust scores for
devices over time, allowing users to track the trustworthiness of their network and quickly identify any devices that
may require attention or improvement.

The Snapshots web page provides users with a comprehensive view of device snapshots and their corresponding
trust scores (Figure 10). Users can select a specific Plan (for a specific vendor device model) and then choose a
Target (device) to explore its trust score trends and changes over time.
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Snapshots @
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2
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Snapshots +17 Q
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03 40008 ans sno:

Figure 10: Snapshots highlight the trust scores of specific devices

An Insights bar displays key information about the selected Target. This information typically includes the Trust
Score Trend, which shows the overall trend of the target's trust score, whether it is increasing, decreasing, or
remaining stable. Additionally, the Trust Score Changes indicate the number of times the trust score has changed for
the selected target. The Insights bar also provides the total number of Snapshots available for the selected target,
giving users an idea of the historical data available for analysis.

To switch between different targets within the selected Plan, users can utilize the dropdown widget located at the
top of the screen. This allows for easy navigation and comparison of trust scores across multiple devices.

The line graph on the Snapshots web page presents the trust score history of the selected target. It visualizes how
the trust score has changed over time, providing a clear representation of trends and patterns. Users can interpret
the graph to identify periods of high or low trustworthiness and track the device's overall performance.

In addition to the line graph, users can view a table that captures detailed information about historic snapshots
for the selected target. This table presents rows of data, each representing a specific snapshot. The information
typically includes details such as the date and time of the snapshot, the trust score at that point, and any relevant
metadata or configuration information associated with the snapshot. This tabular view allows users to explore
specific snapshots in more detail and extract insights from the historical data.

By selecting a specific trust score in the table row, users can navigate to the Plans page for the selected device.
Users can access a detailed breakdown of the trust score, a comprehensive view of the factors contributing to the
score, and an understanding of the strengths and weaknesses of the target's trustworthiness.

To enhance usability and filter snapshots based on the desired time scale, the line graph includes a slider. By
adjusting the slider, users can change the scale shown on the line graph, zooming in or out on specific time
intervals. This interactive feature provides a more granular view of trust score changes and dynamically updates the
table by filtering the displayed snapshots based on the selected time scale.

Additionally, the Snapshots web page includes a plus icon, which allows users to generate ad hoc snapshots for
the selected target. By clicking on the plus icon, users can create an ad hoc snapshot at the current point in time,
capturing the device's trust score and associated information. This feature enables users to capture snapshots on
demand and obtain real-time insights into the trustworthiness of the device.
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Overall, the Snapshots web page offers users a powerful tool to analyze and explore trust score trends, changes,
and historical snapshots for specific targets within a selected Plan. The combination of line graphs, interactive
sliders, and a comprehensive table facilitates data exploration and assists in identifying patterns, making informed
decisions, and gaining valuable insights into the trustworthiness of devices.

The Plans web page provides users with detailed information about how the trust score was calculated for a specific
Plan, target, and score. It offers a comprehensive breakdown of the individual factors and values that influenced the
score, categorized by factor groups.

Target Score: vMX-AO at Jun 27,2023,4:00:06 @

Plan JunosPlan

Category Subscore
Device VMX-A0 gory

Actual/Potential Contribution Weighted Contribution

Time Jun 27, 2023, 4:00:06 AM )

Prerequisite © Pass
Comparator @ Jun 26,2023, 4:00:06 AM & Variable (%) 297.01/470 63.19 2423
Overall Score (%) @ 50.23 Reputational (%) ~ 0/40 20 6
Description Default JunOS scoring plan Version v0.0.1
Variable Weighting (%) 70 Last Updated May 4, 2023, 9:18:15 AM
Prerequisite ® Variable @ Reputational @
Factors Y- Q
Title = Description Type Name Status © Delta ©
Ensure SSH is Restricted to Version 2 Remote console connections should only use SSH Version 2 Boolean com;junos:6.10.1.2:ssh_version @ pass
Ensure NETCONF Rate Limit is Set If the NETCONF service is configured, the Rate Limit should be set. Boolean com;junos:6.10.4.T:netconf_rate_limit @ Pass
Ensure Login Class is set for all Users A...  All user accounts must have a class set Boolean com;junos:6.6.2:login_class_for_all @ pass

Figure 11: Plans displays information about a selected Plan, target device, and trust score for that device

Upon accessing the web page, users will find a top-level panel that displays summary information about the selected
Plan, target, and score. This summary provides an overview of the key details, allowing users to quickly understand
the context of the score analysis (Figure 11).

In addition to the summary information, the web page allows users to compare a target device to an alternate score.
Users can explore and understand the factors that contributed to a target trending upwards or downwards. By
selecting an alternate score, users can identify any significant differences in the individual factors and values, gaining
insights into the specific elements that influenced the change in trustworthiness.

The main panel of the web page presents a detailed breakdown of the individual factors and values that influenced
the score. These factors are grouped into factor categories, providing a structured view of the various aspects that
contribute to the overall trust score.

Within each factor category, users can explore the specific factors and their corresponding values. This breakdown
helps users understand the relative importance of each factor in determining the trust score and provides
transparency into the calculations.

By analyzing the individual factors and values, users gain a deeper understanding of why a particular score was
assigned to the target. They can identify areas of strength or weakness in the target's trustworthiness and take
appropriate actions to address any areas that require improvement.

Overall, the Plans web page offers users a detailed breakdown of how the trust score was calculated for a specific

Plan, target, and score. With the summary information, the ability to select alternate scores, and the breakdown of
individual factors and values, users can gain comprehensive insights into the trustworthiness assessment and make
informed decisions to optimize network reliability and security.
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Ensuring Network Trust and Compliance during Device Onboarding

Juniper Cloud Metro routers come pre-integrated with a secure Trusted Platform Module (TPM2.0) chip and unique
Device identifier (DevID) that allow Paragon Automation to ensure the authenticity and tamper-proofness of the
hardware. Zero-trust security capabilities also include secure ZTP and software integrity checks. These capabilities
help Paragon Automation ascertain a Network Trust Score and continuously monitor that score over time with
changes to the network hardware and software. During the device onboarding process, the workflow supports
automated steps that include device trust validation checks. When investigating device onboarding issues with
Paragon Automation device lifecycle and network observability, operators can leverage the built-in, integrated
network trust and compliance.

Integration into Device Life-cycle Management and Network Observability

For device life-cycle management, the NOC engineer can troubleshoot and gain visibility into network trust and
compliance issues using Paragon Automation’s network observability application. Specifically, when viewing the
software installed on a device, network trust and compliance in Paragon Automation can also see the device’s
EOL date and any related SIRT advisories that exist. In addition, they can see a configuration compliance score
for the device derived from Paragon Automation’s integrated network trust compliance, and explore any existing
configuration compliance issues.

Conclusion

Automation accelerates innovation, increases operational efficiency, and delivers amazing customer experiences. It
saves you time, money, and resources, while allowing you to introduce new service enhancements at your own pace
and protect network performance and quality. Time to automation matters. When you have a reliable network, your
customers and your business realize better outcomes.

With Paragon Automation, you can enable Network Trust and Compliance and empower operation teams to
confirm and quantify network trust by continuously monitoring your network infrastructure to measure trust
posture and the level of risk of impairments. Operators can have peace of mind—and quantifiable data—that their
network infrastructure can be confidently trusted. Organizations can also better enforce the latest requirements
and regulatory standards for compliance while automating the process for continuous monitoring and reporting.
Network trust and compliance can be prioritized and maintained—automatically.

Next Steps

Learn more about Paragon Automation and how it supports autonomous networks.
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